
Do you believe your email has been hacked? Have friends and family members been reaching out to 
you regarding messages you didn’t send? Here are your next steps.

Your Next Steps

Update your password.

Immediately update your password. If 
you use a similar password for other 
accounts, update those as well. If you do 
not have access to your email, you will 
need to contact the email provider in 
order to obtain access.

Set up two-factor authentication.

Turn on multi-factor authentication 
wherever possible. This requires not only 
your password, but an additional security 
verification to access your email.

Check your account settings.

There are a few things to confirm when 
checking your accounts settings. Confirm 
your signature block does not have 
unfamiliar links. Confirm there are no 
“rules” set up to forward your emails 
automatically to another email address. 
Delete any rules that you did not set up.

Check your mailbox activity.

Confirm what kind of information the 
hacker may have been able to access. 
Review all recently sent mail and folders 
within your mailbox.

Perform a security scan on all devices.

Perform a security scan on all electronic 
devices from which you have accessed 
the account. Ensure your anti-virus 
software is up to date.

Visit IdentityTheft.gov.

If the hacker used your personal 
information to open new accounts, apply 
for government benefits or file taxes, 
report it to www.identitytheft.gov.

Notify your contacts.

Send an email to your contacts stating  
that you were hacked and to not open 
any attachments or respond to any 
potentially suspicious emails. Notify your 
Advisory Team at Buckingham or your 
financial advisor to place a security alert  
on your profile.

Monitor all accounts.

Ensure that you monitor all accounts that 
the email address may be associated 
with. If possible, change any account 
usernames that utilize your email address.

Email Compromise



• If possible, enable two-factor authentication
for any online accounts, including email.

• Use a password manager to generate and
store unique passwords for your accounts.

• Do not reuse passwords; use random
unique passwords for each account.

• Encrypt and password protect all computers
and mobile devices.

Email Compromise Prevention!

Utilize resources available from other 
organizations.

• FINRA: “Tips for Protecting Your
Financial Information”

• Federal Trade Commission: “How to
Recognize and Avoid Phishing Scams”

• Federal Trade Commission: “Hacked
Email: What to Do”

If your email address is used for bank 
accounts or investment accounts, 
consider the following:

Obtain a copy of your credit report from 
all or one of the major credit reporting 
agencies, and contact them to place a 
“fraud alert” on your credit records. 
Freeze your credit:

TransUnion: www.transunion.com 
Experian: www.experian.com 
Equifax: www.equifax.com 

Under federal law you are entitled to one free copy of your credit report from all three credit reporting agencies once every 12 months. You may request the free credit report at 
www.annualcreditreport.com or by phone at 877 FACTACT. You can request all three reports at once or you can spread each individual request over a period of several months. © 
2023 Buckingham Wealth Partners (collectively Buckingham Strategic Wealth, LLC and Buckingham Strategic Partners, LLC). For informational purposes only. Certain information 
may be based upon third party data which may become outdated or otherwise superseded without notice. Third-party information is deemed reliable, but its accuracy and 
completeness cannot be guaranteed. Updated August 2023. 

From time-to-time we share third-party articles/information that may be of interest to our clients. These articles are being provided for informational purposes only, do not constitute investment 
advice and do not necessarily represent the opinions of Homan Wealth Advisors. Homan Wealth Advisors does not provide any guarantee, expressed or implied, that the information 
presented is accurate or timely, and does not contain inadvertent technical or factual inaccuracies. The past performance of securities is no guarantee of their future result. The value of any 
investment may fall, as well as rise, and investors may not receive the full amount of their principal at the time of redemption if asset values have fallen.
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